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wire fraud prevention
tips to protect you from wire fraud, scams

By ty robeck First American Title

New projects are exciting. 
You spend months plan-
ning and scouting proper-
ties, followed by weeks of 

negotiations and inspections. Finally, 
you are just days from closing when 
you receive an email with new wiring 
instructions for the closing funds. Not 
wanting to cause any delays, you send 
the wire right away. You don’t know it 
yet, but you just became the victim of 
wire fraud. Goodbye closing funds. Back 
to square one.

Wire fraud can be that simple. Over 
the past few years, the real estate indus-
try has been plagued by incidents where 
criminals hacked the email accounts of 
buyers, sellers and real estate profession-
als in order to learn about transactions 
and/or impersonate identities with the 
intention of misdirecting funds. 

attention to detail

A supposed seller may email the 
title company with new instructions for 
the disbursement of the sale proceeds. 
A fictional payoff lender may provide 

a false statement with wiring instruc-
tions to the fraudster’s account. In 
our scenario above, a buyer receives 
a communication that appears to be 
from the title company, when in fact it 
is from an untrusted source. 

The Federal Trade Commission (FTC), 
National Association of REALTORS®, 
American Land Title Association and 
others have published alerts to inform 
the real estate industry and consum-
ers about these phishing scams. The 
challenge is that every individual in a 
transaction must be cautious and dili-
gent when it comes to reviewing small 
details. Noticing the difference between 
sampleemail@gmail.com and  
samplemail@gmail.com can make the 
difference between closing on your 
property or becoming a victim. 

precautions

Here are some suggested precau-
tions to take when interacting with 
parties associated with your transaction, 
particularly when it comes to financial 
information or funds.

Call your title company at a trusted 
number to confirm wiring instructions 
before sending funds. Title companies 
rarely alter wiring instructions, so any 
communication like this should be con-
sidered suspect. When in doubt – pick 
up the phone. If you receive any email 
communication that seems strange (new 
email address, poor grammar, typos, 
abnormal requests) contact the party at 
a trusted number. Do not use any phone 
numbers or email addresses included in 
that communication. 

Also be cautious of links in emails. 
Pay close attention to the sender’s email 
address and look for any red flags that 
may indicate the email is fraudulent. Do 
not click on a link unless you are sure of 
the sender.

secure your email

In general, exercise caution with 
regards to your online habits. The wire 
fraud scenarios generally start with 
hacking an email account, so securing 
your email is the first step to prevention.

Use multi-factor authentication on 

your email accounts and any financial 
accounts. This requires an additional 
action to verify changes to your account. 
Keep your firewall and security software 
up-to-date and avoid accessing accounts 
from unsecured wifi. It also helps to use 
strong passwords which combine letters, 
numbers and symbols.

If you think you have sent funds 
using fraudulent wiring instructions, 
contact your financial institution imme-
diately to attempt to stop the wire. You 
can report fraudulent activity to the FBI’s 
Internet Crime Complaint Center at 
www.ic3.gov/complaint. Phishing emails 
can be reported to the FTC at www.ftc-
complaintassistant.gov. 

Criminals are innovative, sophisti-
cated and constantly contriving new 
methods for fraud and mischief. Consis-
tent communication, from the beginning 
of a transaction to the closing, will often 
surface potentially harmful scenarios 
and make it easier to identify something 
that seems out of place. Stay ahead of 
the criminals and protect your real estate 
transaction by working closely with the 
trusted professionals on your team.

financial safety in partnership 
with

Stay ahead of the criminals 
and protect your real estate 
transaction.



homestyle  •  september 25 – october 2, 2016   hs 5

Disclaimer: All statistics on this page have been gathered from user-
loaded listings and user-reported transactions. We have not verified 
accuracy and make no guarantees. By using the information provided on 
this page, the user acknowledges that the data may contain errors or 
other non-conformities. You and/or your client should diligently and 
independently verify the specifics of the information that you are using.

statistics courtesy of

market summary - august 2016
new mexico

13.3 million sq. ft.
commercial space for sale

24,499 acres
land & farm for sale

current statistics for new mexico

property type listings asking lease rate asking sale price

industrial 413 $6.66 psf $61.21 psf

office 1280 $14.93 psf $75.34 psf

retail-commercial 861 $16.84 psf $123.78 psf

shopping center 499 $16.70 psf $77.87 psf

vacant land 937 $3.90 psf $1.00 psf

farm/ranch 8 - $0.05 psf

hospitality 16 - $41.85 psf

multi-family 87 - $63.30 psf

13.0 million sq. ft.
commercial space for lease

$2.1 billion
total sale price

industry statistics - carnm

office

retail-commercial

shopping center

industrial

land and farm

multi-family

2844 La Luz Circle NE, Rio Rancho
5 Bed / 4 Bath / 3,841 Sqft
$420,000     MLS#869959

Silesha Montano Naden
Listing Specialist
Office: 505.804.2139
Silesha & Company
Coldwell Banker Legacy
8200 Carmel Ave NE Suite 103A
Albuquerque, NM 87124

Find Your Dream Home with Silesha & Company

OPEN HOUSE · SUN 2 TO 4 PM Beautiful Marioposa Home
Begin your new life at Mariposa and own this remarkable custom home certified Silver by 
Build Green NM. Mariposa is a master planned community with 3,000 acres of open space 
to walk, hike or bike. The Community Center is a stunning 12,000 square feet with indoor/
outdoor pools and panoramic views from the Pointe Grille Restaurant.

Features of the home include:
      · Charter Model Home with Casita option or 3rd bay garage
      · Master on main level 
      ·  Mountain views
      · Rear Deck w/VIEWS of the Sandia Mountains & city lights
      · California Closet System

9517 Haines Avenue NE
3 Bed / 1 Bath / 1,300 Sqft
$165,000     MLS#875691

6100 Costa Blanca Avenue NW
3 Bed / 2Bath / 1,761 Sqft
$186,000     MLS#870946

Other Featured HomesOther Featured Homes

1312166-01
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